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Abstract:

This study aims to design a comprehensive model for implementing intelligent internal auditing based on blockchain and
cloud computing technologies to enhance internal control quality, transparency, and information security in the banking
system. This research employed an exploratory mixed-methods design. In the qualitative phase, grounded theory and semi-
structured interviews were conducted with 18 experts, including internal audit managers, IT managers, and senior audit
specialists, to identify key dimensions and components of the model. Sampling followed purposive and snowball techniques
until theoretical saturation was achieved. In the quantitative phase, a researcher-developed questionnaire was used for
validation, with reliability confirmed by a Cronbach’s alpha of 0.89. Statistical techniques were applied to analyze and
prioritize the identified components. The results indicate that the proposed model consists of five main dimensions: causal
factors, contextual factors, intervening conditions, strategies, and consequences. Technological factors (31.2%) and security
factors (25.1%) were identified as the most influential components. Findings suggest that successful implementation depends
on strengthening technological infrastructure, enhancing information security, providing staff training, and managing
organizational change effectively. Additionally, inhibiting constructs negatively affect implementation efficiency. The study
demonstrates that integrating blockchain and cloud computing can fundamentally transform internal auditing by enabling
automation, real-time monitoring, and predictive analytics. The proposed model enhances transparency, reduces human
error, and improves operational efficiency, representing a strategic competitive advantage for banks. Its successful adoption
requires a multidimensional and integrated approach encompassing technological, organizational, and environmental
considerations.
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Extended Abstract

Introduction

In recent decades, rapid advancements in digital technologies have fundamentally transformed the structure and
functioning of financial and banking systems. Emerging technologies such as artificial intelligence, blockchain, and cloud
computing have not only reshaped service delivery models but also introduced new challenges and opportunities for internal
control and auditing systems. Internal auditing, as a critical component of corporate governance, plays a pivotal role in
ensuring transparency, accountability, and the reliability of financial information within financial institutions (Gyimah &
Owusu-Afriyie, 2025). However, traditional internal auditing approaches are increasingly inadequate in addressing the
complexities of modern banking environments, characterized by massive transaction volumes, heightened cybersecurity
risks, and dynamic regulatory requirements (Ferreira et al., 2025).

The integration of intelligent technologies into auditing processes has emerged as a promising solution to these challenges.
Intelligent internal auditing leverages artificial intelligence, machine learning, and data analytics to enhance the efficiency,
accuracy, and timeliness of audit processes. Such systems enable continuous monitoring, anomaly detection, and predictive
risk assessment, thereby significantly improving audit quality and reducing human error (Abdi Baraftabi et al., 2025; Adnan
Hammoud et al., 2025). Moreover, the adoption of these technologies facilitates a transition from traditional periodic auditing
to real-time, data-driven auditing frameworks (Rahmani et al., 2025).

Among the various emerging technologies, blockchain has gained considerable attention due to its unique features such
as immutability, transparency, and decentralized data storage. Blockchain technology provides a distributed ledger that
ensures secure and tamper-proof recording of transactions, thereby enhancing trust and reducing the likelihood of fraud
(lbrahimy et al., 2024). Its application in auditing enables automated verification processes and continuous auditing
mechanisms, which significantly improve audit reliability (Almarri & Aljughaiman, 2024). Empirical studies indicate that
blockchain can enhance the qualitative characteristics of accounting information by strengthening internal controls and
ensuring data integrity (Mehdizadeh et al., 2024).

In parallel, cloud computing has become a cornerstone of digital transformation in organizations, offering scalable, flexible,
and cost-effective computing resources. In the context of auditing, cloud computing facilitates the processing and analysis of
large datasets, supports collaborative auditing environments, and enhances the accessibility of audit tools and information
systems (Borra, 2024; Faruque et al., 2024). Furthermore, cloud-based auditing systems contribute to improved data security
and operational efficiency, enabling auditors to perform more comprehensive and timely analyses (Al-Hattami, 2024; Rostami
& Ebrahimzadeh Ajirlou, 2023).

The integration of blockchain and cloud computing technologies offers a synergistic approach to developing intelligent
internal auditing systems. This integration enhances data traceability, improves audit report quality, and supports real-time
auditing processes (Wang et al., 2024). Additionally, the use of advanced analytics and artificial intelligence in such integrated
systems enables more effective detection of financial anomalies and fraud, thereby strengthening risk management practices
(Antwi, 2024; Sun et al., 2023).

Despite these advancements, the adoption of intelligent auditing technologies is influenced by various organizational,
technological, and environmental factors. Studies highlight the importance of managerial support, employee competencies,

and organizational culture in facilitating technology adoption (Mashayekhi & Amrollahi, 2025; Shalchi et al., 2022). Moreover,
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regulatory requirements and compliance considerations play a crucial role in shaping the implementation of such
technologies in the banking sector (Longo, 2025).

Recent research also emphasizes the need for comprehensive and integrated models that can guide the implementation
of intelligent internal auditing systems. While existing studies have examined the impact of individual technologies, there is
a lack of holistic framewaorks that integrate multiple technologies within a unified model (Leocadio et al., 2024). Additionally,
the development of such models must consider local contexts, including organizational structures, regulatory environments,
and technological readiness (Aminipour & Gholamnia Roshan, 2024).

Furthermore, the growing importance of fintech innovations and digital transformation initiatives in banking underscores
the necessity of adopting advanced auditing systems. These technologies not only enhance operational efficiency but also
contribute to competitive advantage through data-driven innovation and improved decision-making capabilities (Alghamdi &
Agag, 2024; Manta et al., 2025). In this regard, intelligent internal auditing systems can serve as strategic tools for improving
financial transparency, reducing risks, and enhancing organizational performance (Feyzizadeh, 2024; Khatami, 2025).

Therefore, the present study seeks to address the existing gap in the literature by developing a comprehensive model for
intelligent internal auditing based on blockchain and cloud computing technologies in the banking sector.

Methods and Materials

This study adopts an exploratory mixed-methods approach to develop and validate a comprehensive model for intelligent
internal auditing in the banking sector. The research design integrates qualitative and quantitative methodologies to ensure
both depth of understanding and empirical validation.

In the qualitative phase, grounded theory was employed to identify the key dimensions and components of the proposed
model. Data were collected through semi-structured interviews with 18 experts, including internal audit managers, IT
managers, and senior audit specialists from public and private banks as well as credit institutions. Participants were selected
using purposive and snowball sampling techniques to ensure the inclusion of individuals with relevant expertise and
experience. Data collection continued until theoretical saturation was achieved.

The qualitative data were analyzed using a three-stage coding process, including open coding, axial coding, and selective
coding. This process enabled the identification of key categories and the development of relationships among them, leading
to the formulation of the conceptual model.

In the quantitative phase, a researcher-developed questionnaire was designed based on the findings of the qualitative
phase. The questionnaire was used to validate the proposed model and assess the relative importance of its components.
Reliability was confirmed using Cronbach’s alpha coefficient (0.89), indicating a high level of internal consistency. Data were
analyzed using appropriate statistical techniques to prioritize the identified factors and evaluate the model’s validity.

Findings

The results of the study indicate that the proposed intelligent internal auditing model consists of five main dimensions:
causal factors, contextual factors, intervening conditions, strategies, and consequences. Each dimension encompasses several
components that collectively define the structure of the model.

Causal factors include environmental needs, technological structure strategies, and organizational requirements, which
serve as the primary drivers for the adoption of intelligent auditing systems. Contextual factors encompass social, cultural,

and organizational conditions that influence the implementation environment. Intervening conditions refer to inhibiting
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factors such as technological limitations, resistance to change, and regulatory constraints that may affect the effectiveness
of the model.

The analysis reveals that technological factors account for 31.2% of the overall importance, making them the most
significant dimension in the model. Security factors follow with a weight of 25.1%, highlighting the critical role of information
security in intelligent auditing systems. Organizational and human factors also contribute significantly, emphasizing the
importance of employee competencies and managerial support.

The findings further indicate that successful implementation of the model requires the adoption of strategies such as
strengthening technological infrastructure, enhancing employee training, promoting organizational support, and effectively
managing change processes. Additionally, the removal of inhibiting constructs is essential to ensure the smooth
implementation of the model.

The consequences of implementing the model include improved audit quality, enhanced transparency, increased
efficiency, reduced fraud, and better decision-making capabilities within the banking system.

Discussion and Conclusion

The findings of this study highlight the transformative potential of integrating blockchain and cloud computing
technologies into internal auditing processes. The identified dimensions and components of the proposed model provide a
comprehensive framework for understanding the factors that influence the successful implementation of intelligent auditing
systems.

The prominence of technological and security factors underscores the importance of robust digital infrastructure and data
protection mechanisms in enabling effective auditing practices. Without adequate technological capabilities and security
measures, the benefits of intelligent auditing cannot be fully realized.

The study also emphasizes the critical role of organizational and human factors in technology adoption. Employee skills,
managerial support, and organizational culture are essential for facilitating the transition to intelligent auditing systems.
These factors not only influence the adoption process but also determine the long-term sustainability of such systems.

Furthermore, the integration of blockchain and cloud computing enables real-time auditing, enhances data transparency,
and improves the accuracy of audit reports. This integrated approach represents a significant shift from traditional auditing
methods, offering a more proactive and predictive framework for risk management and decision-making.

The proposed model contributes to both theory and practice by providing a structured and validated framework for
implementing intelligent internal auditing in the banking sector. It bridges the gap between theoretical concepts and practical
applications, offering actionable insights for organizations seeking to leverage advanced technologies in their auditing
processes.

In conclusion, the study demonstrates that intelligent internal auditing, supported by blockchain and cloud computing
technologies, can significantly enhance the effectiveness and efficiency of auditing processes in the banking sector. The
successful implementation of such systems requires a holistic approach that considers technological, organizational, and
environmental factors. This research provides a foundation for future studies and practical applications aimed at advancing

digital transformation in internal auditing.
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