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Abstract: ‘W

The objective of this study is to explore the impact of financial technology on the emergence of money

laundering, with an emphasis on the moderating role of financial requirements and financial literacy. Given the significant growth of fintech
tools and platforms, it is essential to analyze their effects on financial risks, particularly in the realm of economic crimes. While the
emergence of financial technology—through innovative solutions such as digital payments, cryptocurrencies, and decentralized
platforms—has brought about positive transformations in financial access, it has also, due to features such as anonymity, high speed, and
the elimination of intermediaries, become an attractive tool for financial criminals and introduced new risks into the money laundering
process. The aim of the present research is to examine the moderating effects of financial requirements and financial literacy on the
relationship between financial technology and money laundering. This study is categorized as applied research in terms of its objective and
employs a survey-based methodology for data collection. The statistical population comprises financial managers and employees of
institutions affiliated with the Iranian Association of Certified Accountants in Tehran. Based on Morgan’s table, the sample size was
determined to be 384 individuals, selected through a random sampling method. The validity and reliability of the questionnaire were
confirmed, and the data were analyzed using PLS3 software. The findings indicate that financial technology has a direct effect on the
phenomenon of money laundering, and this impact can be mitigated when effective financial requirements and high levels of financial
literacy are present. The results suggest that the presence of clear financial regulations and users’ financial awareness plays a significant
role in preventing the misuse of innovative financial technologies for money laundering purposes. Moreover, the interaction among the
study’s variables demonstrates that regulatory frameworks and financial education are crucial in strengthening financial transparency.
Overall, the integration of financial technology with efficient regulatory institutions and financial education may lead to a reduction in risks
associated with financial crimes.
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Extended Abstract

Introduction

In recent decades, the rapid emergence of financial technologies (FinTech) has significantly transformed the global
financial landscape. These technologies, which encompass digital payments, peer-to-peer lending, cryptocurrencies, smart
contracts, and decentralized platforms, have introduced unprecedented efficiencies, accessibilities, and cost reductions to
financial services worldwide. However, alongside these advancements, there are rising concerns about the misuse of FinTech
platforms for illicit purposes, particularly money laundering. Due to features such as anonymity, lack of geographical
boundaries, and instantaneous cross-border transactions, FinTech has become a double-edged sword: a tool for financial
inclusion and simultaneously a gateway for financial crime (Usman et al., 2025; Wronka, 2022).

Money laundering remains a critical global issue as it enables the integration of illicit gains into the formal economy,
undermines financial integrity, distorts capital allocation, and erodes public trust in financial systems. In the digital age, this
process has become increasingly complex and covert. Financial technology now facilitates faster and less traceable
transactions, often conducted via pseudonymous platforms, posing substantial challenges for regulators and financial
institutions alike (Popik-Mazur, 2025; Pratomo et al., 2023).

While the risks are apparent, there is growing consensus that the relationship between FinTech and money laundering is
not linear or deterministic. Instead, it is conditional on several institutional and behavioral variables. Two prominent
moderating factors include the strength of financial regulations and the level of financial literacy among users. Robust anti-
money laundering (AML) laws, Know Your Customer (KYC) procedures, transaction monitoring systems, and international
data-sharing agreements can all mitigate the misuse of FinTech systems (Bk & Ramasubramanian, 2025; Khan et al., 2025).
Similarly, financially literate individuals—those with sufficient knowledge, awareness, and competencies to understand
financial risks and responsibilities—are less likely to unknowingly or deliberately engage in money laundering activities
through digital means (Ciantar, 2024; Okello Candiya Bongomin et al., 2025).

Existing literature indicates that the lack of enforceable regulations or their poor implementation creates legal vacuums
that criminals exploit using advanced technological tools. In jurisdictions where AML frameworks are either outdated or
fragmented, FinTech becomes a convenient vehicle for criminal networks to channel illicit funds (AlQudah et al., 2025; Ismail
et al., 2025). On the behavioral front, limited financial knowledge contributes to increased vulnerability among users, who
may fall prey to fraudulent schemes or unknowingly participate in suspicious transactions (Boyko et al., 2024; Ofoeda, 2022).
Therefore, it is essential to simultaneously evaluate both regulatory infrastructure and public financial awareness when
assessing FinTech's risk potential.

Despite these insights, few empirical studies have addressed the dual moderating effects of financial regulations and
financial literacy on the relationship between financial technology and money laundering within a single conceptual
framework. Most prior research has explored these variables in isolation or limited them to descriptive analyses
(Mashhadizadeh et al., 2024; Montazeri, 2024). This study seeks to address this research gap by offering a comprehensive
model that examines not only the direct influence of FinTech on money laundering but also how regulatory rigor and user
literacy can moderate this relationship. The empirical focus is on financial professionals operating within Tehran’s accounting

sector—a relevant context given Iran's transitional financial systems and increasing FinTech adoption.
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Methods and Materials

This study adopts an applied, correlational design using a survey methodology. The research population consists of
financial managers and accountants employed at firms affiliated with the Iranian Association of Certified Accountants in
Tehran. A stratified random sampling method was used to ensure representativeness, and the sample size was set at 384
based on Morgan's sampling table. The data collection instrument was a standardized Likert-scale questionnaire adapted
from previous validated instruments. The variables measured include financial technology usage, perceived money
laundering risk, awareness and compliance with financial regulations, and individual financial literacy.

To test the conceptual model and hypotheses, Partial Least Squares Structural Equation Modeling (PLS-SEM) was
employed using PLS3 software. The validity and reliability of constructs were verified using Composite Reliability, Cronbach’s
Alpha, and Average Variance Extracted (AVE). The moderating effects of financial regulations and financial literacy were
assessed through interaction terms in the structural model.

Findings

Descriptive statistics showed that the average perception of FinTech usage among respondents was moderate to high
(mean =3.01, SD = 0.90), while perceptions of money laundering prevalence were also high (mean =3.78, SD = 0.83). Financial
regulations and financial literacy scored relatively higher, with means of 3.50 (SD = 0.79) and 4.89 (SD = 0.90), respectively.

The structural model confirmed that financial technology has a statistically significant direct impact on money laundering
(path coefficient = 0.700, t = 12.430), supporting the first hypothesis. Additionally, financial regulations significantly
moderated this relationship (interaction coefficient = 0.987, t = 13.861), indicating that stronger regulatory mechanisms
reduce the extent to which FinTech facilitates money laundering. Financial literacy also showed a statistically significant
moderating effect (interaction coefficient = 0.687, t = 13.460), demonstrating that higher literacy levels reduce the risk of
misuse of FinTech by end-users.

Factor loadings for sub-dimensions of financial technology (e.g., mobile-based, web-based, point-of-sale, ATM-based
platforms) were all above 0.90, confirming the construct’s validity. Model fit indicators and R? values further supported the
robustness of the proposed model.

Discussion and Conclusion

The findings of this study offer significant insights into the dual nature of financial technology as both an enabler of
financial efficiency and a potential facilitator of financial crime. The confirmation of a strong and direct relationship between
FinTech adoption and the perceived risk of money laundering underscores the urgency of implementing comprehensive
control systems in digital finance environments. As financial services evolve, so do the methods and sophistication of illicit
actors; thus, static regulatory approaches are insufficient to combat dynamic threats.

More importantly, the research emphasizes the crucial role of institutional and behavioral moderators in shaping this
relationship. Financial regulations serve as the structural backbone of any anti-money laundering strategy. When designed
to match the complexity of modern FinTech systems—incorporating real-time monitoring, machine learning-based anomaly
detection, and inter-agency cooperation—they significantly curtail opportunities for criminal exploitation. The significant
moderation effect of financial regulations observed in this study suggests that proactive legal infrastructure can alter the risk

trajectory of FinTech-enabled transactions.
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On the behavioral side, financial literacy acts as a personal firewall for users interacting with digital platforms. Individuals
with a high level of financial understanding are more likely to recognize suspicious activities, avoid high-risk interactions, and
report anomalies. The findings validate this proposition by showing that financial literacy not only influences individual
behavior but also indirectly improves the efficacy of regulatory mechanisms by fostering a culture of compliance and due
diligence.

In practical terms, these results call for an integrated approach to financial crime prevention—one that unites
technological innovation, legal reform, and public education. FinTech cannot operate in isolation from law or society. Without
an aligned ecosystem of intelligent regulation and educated users, the promises of financial technology may be
overshadowed by the perils of systemic abuse.

This study contributes to both theory and practice by introducing and empirically testing a conceptual model that captures
the nuanced interplay between FinTech, regulatory frameworks, and user literacy in the context of money laundering. While
limitations exist—such as reliance on self-reported data and focus on a specific geographic context—the findings remain
relevant for a broader range of emerging economies navigating the FinTech transition. Future research should explore
comparative analyses across jurisdictions, incorporate real transaction data, and examine additional moderators such as
cybersecurity infrastructure, organizational culture, and enforcement efficiency.

In conclusion, as FinTech continues to reshape financial systems, ensuring its secure and responsible deployment requires
more than technological enthusiasm. It necessitates deliberate policy design, rigorous oversight, and continuous financial
education. Only through such an integrated approach can societies harness the full potential of financial innovation while

safeguarding economic integrity.
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